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Introduction
Large institutions, pension funds, and individual investors routinely cycle 
trillions of dollars through insurance products and mutual and exchange-
traded funds. These three investment platforms until recently have not been 
closely scrutinized by financial regulators, as they were deemed to pose little 
if any systemic risk. This was in contrast to the more exotic financial vehicles, 
in particular derivative instruments such as mortgage-backed securities 
and credit default swaps that were at the heart of the Great Recession.

With the passage of time, however, a greater focus on liquidity 
considerations, developing technology, and changes that have evolved in 
the fund industry are reframing the regulatory landscape. One factor at work 
has been the dramatic growth in the size of ETFs that has taken place and 
is expected to continue. The expansion of ETF investments stems partly 
from the fact that they tend to have a lower fee structure than mutual funds. 

More important, however, is the fact that since ETF ownership is through 
shares that are traded on exchanges, investors can reduce or expand 
positions on an intraday basis, as well as short or buy futures in the 
funds. ETFs thus appeal to a broader base of investors in contrast to 
mutual funds and insurance products, which have mainly been held 
by pension funds and individual investors anticipating retirement.

ETFs have grown both in the varying range of assets that are held and 
especially in the relative size of holdings. Inflows to ETFs worldwide reached 
$464 billion in 2017, up from $288 billion in the preceding year, while the 
total global ETF asset base hit $4.659 trillion in 2017 from $3.396 trillion 
at the end of 2016.1 Mutual fund inflows in 2017, by contrast, were only 
$91 billion. In the U.S., ETF assets at the end of 2016 were only about 
$2.5 trillion, compared to total mutual fund assets of $16.3 trillion.2

The dramatic growth in the relative distribution of fund holdings, the 
perceived change in risk posture implied by fund assets being traded daily 
in markets, and the added factor of cybercrime have occasioned a shift in 
financial regulators’ perspective. They would like to know, for example, what 
might happen if the insurance industry became the target of widespread 
cybercrime and whether a targeted institution could pull others down with it. 

1 Ryan Vlastelica, “ETFs Shattered Their Growth Records in 2017,” Market Watch, Jan. 3, 2018,  
https://www.marketwatch.com/story/etfs-shattered-their-growth-records-in-2017-2017-12-11

2 Investment Company Institute, 2017 Investment Company Factbook, pg. 2,  
http://www.icifactbook.org/deployedfiles/FactBook/Site%20Properties/pdf/2017/2017_factbook.pdf
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Government officials have raised the possibility that 
managers of a mutual fund could find themselves 
with too many illiquid assets during a run on 
redemptions, raising the specter of a domino effect. 

Regulatory analysts want to make sure that they, 
and investors, can differentiate ETFs from their 
other fund cousins enough to be comfortable that 
ETFs do not have some potentially destabilizing 
characteristic. Finally, the international regulatory 
arena will shape policy governing these financial 
products because the U.S. coordinates with other 
major world economies. The interconnected and 
global nature of finance has caused international 
coordination to become today’s reality.

Insurance 
Insurance companies are regulated by the states in 
which they are incorporated. Several trends, however, 
have put the largest insurers’ holding companies on 
the regulators’ screen with potential implications for 
the individual investments and products offered. 

In the 1990s, mutual insurance companies (which are 
owned by their policyholders) experienced difficulty 
raising adequate capital3 because the boundaries 
between different types of financial services firms 
became blurred.4 Market pressures led many mutual 
insurers to go public, which gave them access to 
capital markets5 they were previously denied and 
considerably increased their operating flexibility.6  

The 2008 financial crisis7 brought the concept 
of “too big to fail” to the fore, since the first 
major jolt came with the failure of several large, 
interconnected international banks. There 
was one insurance company involved in the 
turmoil, too: American International Group, 
because it had large positions in some risky 
investment vehicles, which it could not cover.

The financial crisis and demutualization trend 
put some of the world’s largest insurance 
companies into the “too big to fail” category 
in the eyes of federal regulators, which 
suggests they are under closer scrutiny. 

3 Brian C. Campbell, “Record of the Society of Actuaries,” Vol. 25, No. 2, Session 79DP, Spring Meeting, Seattle, Wash., June 1999

4 The Gramm-Leach-Bliley Act, Pub. L. 106-102, Nov. 12, 1999, https://www.gpo.gov/fdsys/pkg/PLAW-106publ102/pdf/PLAW-106publ102.pdf.  
This repealed most of the Glass-Steagall Act of 1933, which prohibited commercial banks from engaging in investment banking activities.

5 Brian C. Campbell, “Record of the Society of Actuaries”

6 “Mutual Insurers Consider New Means of Going Public,” The Wall Street Journal, April 28, 1997, https://www.wsj.com/articles/SB862186075483947000

7 The Federal Reserve Bank of St. Louis documented the many events comprising the so-called financial crisis in a timeline that ranges back to the beginning of 2007. Many consider 
the full-blown crisis to have occurred in September 2008, when Lehman Brothers Holdings filed for bankruptcy protection, touching off a freeze in the credit markets and subsequent 
intervention by the federal government. See “Full Timeline,” Federal Reserve Bank,  https://www.stlouisfed.org/financial-crisis/full-timeline
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The Dodd-Frank Act8 created the Financial Stability Oversight Council, a 
powerful regulatory body chaired by the Secretary of the Treasury and 
comprising other financial regulators, including the Board of Governors 
of the Federal Reserve. The FSOC’s mandate has created controversy. It 
is authorized to deem any financial institution a systemic risk and to take 
action to keep the institution from putting the rest of the system at risk. 

The FSOC has designated numerous banks “too big to fail” but 
made the controversial move of designating just four nonbank 
institutions—American International Group, General Electric Capital 
Corporation, Prudential Financial, and MetLife—as “systemically 
important financial institutions,” a designation similar to “too big to 
fail.” Three of the four were insurance companies. MetLife has since 
successfully removed the designation through court action.

The Trump administration is unlikely to push the SIFI designation any 
further. “As a practical matter, non-bank SIFI designations ended on 
Election Day 2016,” said Daniel F.C. Crowley, a Washington, D.C., 
partner at law firm K&L Gates. “They are unlikely to be resurrected 
during the current administration. However, that authority will likely 
remain intact and be available to subsequent administrations.”

Mutual Funds and Exchange-Traded Funds
Fund companies are waging a battle against the SIFI designation as 
well. The Investment Company Institute, whose members manage 
$21.7 trillion in the United States,10 argued that the SIFI designation 
is at its heart a banking regulation, conceived by regulators 
who are used to overseeing deposit-taking institutions.11

The financial crisis 
and demutualization 
trend put some 
of the world’s 
largest insurance 
companies into 
the “too big to fail” 
category 

8 The Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010, Pub. L. 111-203, 111th Cong., signed into law 
by President Barack Obama July 21, 2010 

9 U.S. Department of the Treasury, “Designations,” Financial Stability Oversight Council,  
https://www.treasury.gov/initiatives/fsoc/designations/Pages/default.aspx

10 Investment Company Institute, 2017 Investment Company Factbook

11 Paul Schott Stevens, president and chief executive of the Investment Company Institute, wrote in a Jan. 18, 2018, letter 
that “ICI continues to maintain that SIFI designation is inappropriate for registered funds and their managers, because they 
do not pose the risks that SIFI designation is meant to address. Further, the consequences of SIFI designation—bank-
style capital requirements and prudential supervision by the Federal Reserve—are altogether inappropriate in the case of 
registered funds and their managers and would be harmful to shareholders.”

Non-Bank Financial Company Designations
Criteria used by the FSOC to make SIFI designations

Under Section 113 of the Dodd-Frank Act, the Council is authorized 
to determine that a nonbank financial company’s material financial 
distress—or the nature, scope, size, scale, concentration, 
interconnectedness, or mix of its activities—could pose a threat to 
U.S. financial stability. Such companies will be subject to consolidated 
supervision by the Federal Reserve and enhanced prudential standards.

Source: U.S. Department of Treasury9
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While the designation has never been applied to 
any mutual or exchange-traded fund, the possibility 
remains alive as long as the FSOC retains its 
statutory authority to apply it. House Republicans 
introduced a bill to take that authority away.12

The Financial Choice Act was introduced on April 
26, 2017. The proposal, which passed the House on 
a party-line vote in June, would eliminate the SIFI 
designation and scale back the role of the FSOC. 
Paul Schott Stevens, president and chief executive 
of ICI, wrote in a Jan. 18, 2018, letter that enacting 
the bill would “avoid inappropriate application 
of bank-oriented stress testing requirements 
to mutual funds, other registered investment 
companies, and their investment advisers.”

Meanwhile, the Securities and Exchange Commission 
maintains direct supervision of mutual funds and ETFs.

A 2016 rulemaking by the SEC strengthened safety 
standards for mutual funds, but though ETFs 
were originally included, the agency later decided 
to exempt them until it could revisit the issue.13 
While mutual funds must meet daily redemption 
demands, ETFs pose no redemption risk because 
they trade on the open market and shares can be 
bought and sold throughout the trading day.

In 2016, there was a steady migration of investment 
funds out of actively managed traditional mutual 
funds. Some of that money found its way into 
passively managed ETFs. When market volatility 
declines, as it did during the Fed’s low interest 
and quantitative easing period, investors 
generally see less value in paying the fees of 
active portfolio managers when they can simply 
invest in ETFs as they would any other stock and 
achieve equal or better return on investment. 

That dynamic highlights some key differences 
between mutual funds and ETFs. So far, regulators 
appear to be looking at mutual funds and ETFs in 
the same frame, but in at least one case—when it 
deferred applying liquidity rules to ETFs as it did with 
mutual funds—the SEC came to different conclusions.

As a result of the SEC’s 2016 final rule, mutual funds 
now have liquidity risk management regulations: 

“illiquid” assets—as the term is defined in the 
rule—are limited to 15 percent of net assets. 

The question of systemic risk posed by non-
bank institutions is far from settled. “There are 
three different theoretical ways in which asset 
managers and fund families could be systemically 
important, and only one makes sense,” said Jerry 
Loeser, counsel at Winston & Strawn in Chicago, 
whose practice focuses on banking regulation. 

“Interconnectedness could trigger a systemwide 
problem, but I can’t see how that is a risk posed 
by fund managers. It’s not really analogous. They 
don’t put large amounts of clients’ funds at risk 
through direct handling, like a custodial bank 
might,” he said, “so you don’t have the same ripple 
effect” if one of them suffers a large drop in value. 

Loeser said that uniqueness, or “non-substitutability” 
of some institutions, like the two biggest custodial 
banks, State Street and Bank of New York Mellon14, 
is the second theoretical systemic risk, “but in the 
fund world there is no substitutability problem.” 

The third risk is market-moving potential, “but in 
the non-money market fund context, the only way 
I could see that being an issue … is a massive 
fraud or something, causes a rush of redemptions 
that forces a fund to liquidate. That could move 
markets, but these funds have liquidity reserves 
and backup lines of credit, by law,” Loeser said.

Cybercrime Affects All Financial 
Institutions
Technology has presented new problems for all 
financial products, and one of the toughest is 
cybercrime, which transcends all regulatory and 
sovereign boundaries. Analysts at the International 
Monetary Fund wrote that “cyber-attacks on financial 
institutions and financial market infrastructures are 
becoming more common and more sophisticated.”15 

12 The Financial Choice Act, H.R. 10, 115th Cong., introduced by House Financial Services Committee Chairman Jeb Hensarling (R-Tex.) April 26, 2017 and passed House June 8, 2017. 
https://www.congress.gov/bill/115th-congress/house-bill/10/actions?pageSort=desc

13 Securities and Exchange Commission, “Investment Company Liquidity Risk Management Programs, Final Rule,” Release No. 33-10233, Oct. 13, 2016,  
https://www.sec.gov/rules/final/2016/33-10233.pdf

14 The Senate passed a bill, S. 2155 on March 13, 2018, that would ease capital surplus requirements for “custody” banks. The legislation as passed by the Senate does not name any 
custody banks and it does not address whether some large banks that are not primarily custody banks but hold funds in the capacity of a custodial institution, would benefit from the 
change. In a Majority Press Release, the bill’s sponsors said “S. 2155 primarily benefits credit unions, community banks, midsize banks, smaller regional banks, and custody banks.”  

15 Emanuel Kopp, Lincoln Kaffenberger, and Christopher Wilson, “Cyber Risk, Market Failures, and Financial Stability,” International Monetary Fund Working Paper, August 2017, https://
www.imf.org/en/Publications/WP/Issues/2017/08/07/Cyber-Risk-Market-Failures-and-Financial-Stability-45104
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The true cost of cybercrime manifests itself over several years, 
complicating efforts to evaluate preventive regulatory measures. 

Meanwhile, cybercrime makes markets less desirable to investors. The 
IMF noted that several international standard-setting bodies, including the 
Basel Committee on Banking Supervision, have been making progress 
on setting standards for globally active financial services firms. 

The SEC is working with the fund industry to set data security 
standards through a reporting process known as N-PORT,16 but 
specific standards are not set. In December, the SEC announced a 
delay until 2019 of the compliance date for data security reporting 
requirements, highlighting that regulators and the industry are in 
the early stages of dealing with the cybersecurity challenge. 

ICI’s Paul Schott Stevens said the extra time was necessary. “This 
new approach gives the Commission much-needed time to strengthen 
and test its cybersecurity practices and protocols to ensure the 
security of the sensitive data that funds will be providing.” 

Congress has not yet introduced any legislation that would provide a 
regulatory framework for cybersecurity, but in February 2018, a bipartisan 
pair of House lawmakers circulated a discussion draft of the Data 
Acquisition and Technology Accountability Act, which may serve as the 
framework for future regulation.17 The draft outlined ways in which financial 
institutions, including fund companies, would be required to protect data, 
notify investors of breaches and have plans for restoring security. The 
Federal Trade Commission would enforce the law, if enacted as written.

U.S. Treasury Takes a Global View
Globalization opened up enormous profitmaking opportunities for 
multinational financial firms, but interconnectedness presents its own 
challenges for regulators and financial services institutions. Globalization 
made it necessary for U.S. regulators to work with their foreign counterparts, 
and global firms now must sort out the various roles they play in different 
countries under their respective sets of rules. Governments are trying 
to make many of their rules uniform, but this goal has proved elusive.

In October 2017, the U.S. Treasury Department released a report to 
President Donald Trump on the asset management and insurance 
industries, recommending the U.S. take a leading role in shaping 
global financial regulation through standard-setting bodies like 
the Financial Stability Board and the International Organization 
of Securities Commissions, and calling attention to the U.S. 
insurance and fund industries as the largest in the world.18

16 Securities and Exchange Commission, “SEC Modifies Approach to Form N-PORT Filing Requirements,” Press Release No. 
2017-226, Dec. 8, 2017, https://www.sec.gov/news/press-release/2017-226 

17 Blaine Luetkemeyer, R-Mo. and Carolyn B. Maloney, D-N.Y., “The Data Acquisition and Technology Accountability Act,” 
discussion draft circulated Feb. 21, 2018115th Cong., 2d Sess.

18 U.S. Department of the Treasury, “A Financial System That Creates Economic Opportunities Asset Management and 
Insurance,” Report to President Donald J. Trump, Executive Order 13772 on Core Principles for Regulating the United 
States Financial System, October, 2017, https://www.treasury.gov/press-center/press-releases/Documents/A-Financial-
System-That-Creates-Economic-Opportunities-Asset_Management-Insurance.pdf
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The report also sided with the fund and insurance industries over 
the designation of SIFIs. “Treasury’s position is that entity-based 
evaluations of systemic risk are generally not the best approach 
for mitigating risks arising in the asset management and insurance 
industries. Treasury broadly supports shifting to an activities-based 
framework, which would identify certain business activities as 
having higher systemic risk characteristics,” the report said.19

The ICI recognized the report as “most relevant to registered 
funds” to the post-crisis re-examination of the regulatory regime 
and applauded the report’s recommendations.20 Stevens 
said, in the January 2018 ICI president’s quarterly report, that 
the Treasury report “reflects many of our policy priorities.” 

“International regulatory forums addressing financial services policy have 
grown in importance since the financial crisis,” the Treasury report stated. 

“These forums address issues of financial stability, regulatory fragmentation, 
and market access. Some of these forums, such as the FSB, serve a 
broad mandate—financial stability. Others, such as [IOSCO] and the 
International Association of Insurance Supervisors, are specific to the 
asset management and insurance industries, respectively. As noted, the 
United States has nine of the 10 largest asset managers in the world.”21

For the first time since Congress overturned the Glass-Steagall Act21—
allowing banks, mutual funds, insurance companies, and other types of 
financial institutions to compete with each other—regulators are taking a 
serious look at the fundamentals that differentiate banks from non-bank 
financial institutions. The debate about applying banking regulations to the 
likes of insurance companies, mutual funds, and ETFs is unprecedented. 

While questions about the wisdom of removing the safety barriers 
between different financial sectors is at least as old as the repeal of 
Glass-Steagall itself, there have never been as many conflicting factors 
as there are today. Technological sophistication increased the focus on 
cybercrime and financial firms’ interconnectedness upped the ante for the 
cybercriminals, both increasing the need for global regulatory coordination. 

ETFs, a product of both globalization and the technology juggernaut, 
did not exist the last time there was a proper debate on Capitol Hill 
about banks versus non-banks. Insurance firms operated in a different 
world mostly as mutual companies, so they and mutual funds were 
not competing in the capital markets per se. The added factor of the 
2008 financial shock and the subsequent blurring of the lines between 
different financial regulatory functions has resulted in a landscape that 
will evolve as technology and globalization continue to advance. 

19 Treasury Report, p. 7

20 Investment Company Institute, President’s Quarterly Report, January 2018, https://www.ici.org/pubs/pqr/pqr_17q4

21 Treasury Report, p. 8
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